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Smart Grid builds on the Communication and Information 
Infrastructure
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Direct Load Control / Demand Response

• Comverge selected as vendor
• Smart Thermostats and Outdoor switches
• Program Currently Underway
• 222,000 by Devices by 2013
• Compatible with AMI

• 780 Participants
• Pilot Designed to Test Market Receptivity to 

Three Pricing Alternatives (Supply Portion 
Only)

1. Hourly Pricing
2. Critical Peak Pricing
3. Critical Peak Rebate

PowerCents DC
Direct Load Control

Minimum devices required to meet energy reduction goals
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PHI HAN Strategy

• PHI’s near-term focus is for utilizing the HAN to 
control a Programmable Controllable 
Thermostat  (PCT) and In-Home Display

• Future evolution will lead to the integration and 
control of on-site renewable generation and 
Plug-in vehicles.

• PHI recognizes that Smart Appliances will be 
available by 2015 and is tracking their 
development and considering their benefit to 
customers, likely penetration and level of utility 
involvement.

• Critical to this success is the ability to upgrade 
devices and operating firmware remotely to 
accommodate future capabilities.

• Customers will ultimately decide what 
functionality will be included in the HAN and 
when.

• All of these potential uses will require a secure 
and interoperable communications architecture 
within the HAN.

 

Near-Term

To-Be
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PHI’s security framework has a holistic approach…

PHI’s Smart Grid is being designed to protect and mitigate these threats. 

We are using a security framework that: 

• Takes a holistic approach to security, providing protection at all levels with the intent of 
minimizing the impact/exposure to our systems and customer data

• Evaluates the appropriate level of security at each point in the network

ie, the security level at a substation will be greater than that at a meter

• Regularly assesses risks and dynamically monitors for any malicious attacks to our networks 
which may adversely impact our business, our customers and the public at large 

• Provides the capability to dynamically change security rules, policies and procedures to 
ensure that we remain agile against a changing risk environment

• Leverages security experts from other industries that have already been through these issues

• Uses design standards that include, for example, the Advanced Encryption Standard (AES) and 
Control & Limit Access (Radius Authentication Standard)

• Extends the use of Firewalls to distribution substations and out to the feeder level as well, both 
minimizing and isolating the impact of external threats. Traditionally, Firewalls were placed only 
in centralized IT systems
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PHI Cyber Security Guiding Principles

In PHI’s Smart Grid solution, the following guiding principles for 
protection against attacks always apply:

– Prevent it, by blocking the attack or closing the vulnerabilities.
– Deter it, by making the attack harder using a layered security defense.
– Detect it, by monitoring traffic and traffic anomalies.
– Defend it, by encapsulating systems in ways that offer walls between 

networks and applications.
– Minimize it, by taking automatic actions to shut down portions of the 

network where intrusions have been detected.
– Recover from it, by providing network configuration and data backups to 

ensure recovery.
– Control it, through the use of strong policies and procedures.
– Track it, through the use of system log files, with alarm functionality if any 

unauthorized connection occurs. 
– Verify it, through 3rd party assessments.
– Assign accountability for it, by establishing a Network Operating Center 

(NOC), which monitors ongoing operation of PHI Smart Grid communication 
performance and manages any abnormal performance. 
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Customer Privacy Concerns – A Key Issue

1Elias Leake Quinn, A Report for the Colorado Public Utilities Commission, Spring 2009, pg. 3. (citing M. 
Newborough & P. 3Augood, Demand-side Management Opportunities for the UK Domestic Sector, IEEE 
Proceedings of GenerationTransmission and Distribution 146 (3) (1999) 283–293).

How power use can reveal personal activities1

• There is a delicate balance between 
Customer privacy and the Utility’s need for 
Operational Data.

• Concerns are complicated by the 
Customer’s desire to make data available 
to third parties.

• Customers need to be made equally aware 
of  both opportunities and threats.

• Successful resolution is a key driver for 
Smart Grid maturity.

Privacy-related efforts/resolutions

2 NIST Smart Grid Privacy Subgroup Update for Grid Interop, November 19, 2009

2

Currently NARUC, NIST and EEI have all launched 
efforts to address privacy-related issues.
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Blueprint initiatives are accelerated through DOE 
funding…

$18.7M$104.8M$44.6M

‐25,000 DLC devices

‐20 ASR schemes

‐158 Capacitor banks

‐Enabling comms

‐570,000 smart meters

‐168,000 DLC devices

‐62 ASR schemes

‐Dynamic pricing

‐Enabling comms

‐280,000 smart meters

‐20,000 DLC devices

‐17 ASR schemes

‐Dynamic pricing

‐Enabling comms

$37.4M$209.6M$89.2M

ACE‐NJPepco‐MDPepco‐DC

Impacts on PHI

Total Cost
DOE Funded

•Acceleration of installation of meter and thermostats

•Acceleration of benefit for customer to manage their energy use

•Modernization of the electric system to reduce outages, better 
manage the operation of the system and reduce losses
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Looking forward to the future

• PHI plans to:
– encourage innovation and customer engagement
– be engaged with the industry and a contributor to the 

evolution of Smart Grid
– create a more efficient grid
– partner with customers, regulators and fellow utilities 

to achieve the obvious benefits of Smart Grid
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Customer Education Strategy

20

Customer Customer 
Experience Experience 
VisionVision

Sustainability Sustainability 
VisionVision

Technology Technology 
Blueprint for the Blueprint for the 

FutureFuture

Operational Operational 
ExcellenceExcellence

Employee EngagementEmployee Engagement

Customer Customer 
EducationEducation

Regulation / Business Model

Trusted Energy Trusted Energy 
AdvisorAdvisor Strategic plans for informing, 

motivating and enabling customers to 
embrace PHI’s smart grid and energy 
management customer programs

Customer Education Strategy 
is one component of the 
company’s efforts to achieve 
our vision as a Trusted 
Energy Advisor

• Near-term tactics
• Longer-term strategy
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Key Takeaways

• Customer Adoption and Participation is a key enabler

• Smart Grid will move at the Speed of Value
– Utilities will still need Regulatory approval for large projects related to Smart Grid
– Standards and Interoperability are key to preventing stranded assets

• Interoperability and Standardization are not spectator activities.
– Utilities need to get involved and make their voices heard and be engaged as 

individual companies and as an industry

• Through the Smart Grid, Utilities will become “Technology” Companies
– No longer the “best solutions” but rather iterations of “Better Solutions”
– Similar to Electric System Operations, Communication Network Operations and 

enhanced Cyber Security will become part of our future DNA

• Legislation should be applied judiciously
– Standards are hard to change, laws are nearly impossible.

“The smart grid will only work to the extent that customers win,”
Joseph Rigby, CEO of Pepco Holdings 
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Energy Central
Contact Information:

webcastquestions@energycentral.com
303.782.5510

The magazine for building a smart grid and delivering 
information-enabled energy.  FREE subscriptions 

available at www intelligentutility comavailable at www.intelligentutility.com. 
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Go to where the power industry gathers
for news, information, and analysis, visit 

www energycentral comwww.energycentral.com. 
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Join our community of innovators who are 
transforming smart grid vision into reality.

G t I t lli tUtilitGo to www.IntelligentUtility.com. 
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Get the inside scoop with Energy Central 
Professional News Service.  Start your FREE trial at 

http://pro energycentral com/professionalhttp://pro.energycentral.com/professional.  
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Join the discussion, raise your question,
and voice your opinion at www.energyblogs.com.
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Energy Central
Contact Information:

webcastquestions@energycentral.com
303.782.5510

Be a thought leader in the power industry
with insight, analysis and commentary. Go to 

www energypulse netwww.energypulse.net. 
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Energy Central
Contact Information:

webcastquestions@energycentral.com
303.782.5510

Discuss strategic issues with all the major influences 
on energy. Go to www.energybizforum.com.
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Energy Central
Contact Information:

webcastquestions@energycentral.com
303.782.5510

Connecting job seekers and employers in the power 
industry. Go to www.EnergyCentralJobs.com. 
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Join our community of innovators who are 
transforming smart grid vision into reality.

G t I t lli tUtilitGo to www.IntelligentUtility.com. 



Upcoming WebcastsUpcoming Webcasts
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